
How to prevent 
cyber attacks
Brought to you by Mastercard 
Digital Doors® and Strive USA

in partnership 
with
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The Landscape
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Vulnerabilities impacting small businesses 
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Weak 
Authentication

Outdated 
Software

Social 
EngineeringPhishing Ransomware

Third-Party 
Risk

3



©
20

21
 M

as
te

rc
ar

d.
 P

ro
pr

ie
ta

ry
 a

nd
 C

on
fid

en
ti

al

Updating Software
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Digital Skimming – The Checkout Experience

Github/NHPT
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Digital Skimming – Behind the Scenes

6



©
20

21
 M

as
te

rc
ar

d.
 P

ro
pr

ie
ta

ry
 a

nd
 C

on
fid

en
ti

al

Digital Skimming – A Closer Look

7



©
20

21
 M

as
te

rc
ar

d.
 P

ro
pr

ie
ta

ry
 a

nd
 C

on
fid

en
ti

al

Not Using Multi-Factor 
Authentication

Password Reuse 

Weak Authentication Practices
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Malware and virus installation

Identity theft

Ransomware 

Business Email Compromise

Phishing & Social Engineering

wikipediamalwarebytes.com

techtarget.com
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Best practices and tips

ü Use two-factor authentication whenever available
ü Don’t reuse the same passwords across multiple sites
ü Use strong passwords
ü You are only as secure as the suppliers you rely on

ü Avoid clicking on links and attachments in emails
ü If you weren’t expecting the email, verify using a trusted phone number
ü Don’t be rushed by a sense of urgency in the message
ü Listen to your gut: If something feels off, delete the message

ü Keep software up to date with the latest patches
ü Consider automatic updates when available
ü Back your data up regularly
ü Be conscious of browsing practices 
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•File a police report with your local police department or sheriff’s office.

•Check with your state’s law enforcement office and Attorney General for any required reporting.
– This is especially important to comply with data breach reporting requirements.

•File a complaint with the FBI’s Internet Crime Complaint Center (IC3).

•Leverage resources, you are not alone.

How to report and resources
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Mastercard 
Trust Center
The Trust Center is a microsite 
on Mastercard.com websites. 
We offer free access to 
cybersecurity education, 
resources, and tools designed to 
help small and midsize 
businesses (SMBs) secure their 
digital ecosystem.

Why is cybersecurity important 
for your business?

LEARN 
THE BASICS

EXPAND YOUR 
KNOWLEDGE

MASTER YOUR SECURITY

“I’m a beginner   
 who’s feeling 
 overwhelmed”

“I’m fairly  
 experienced  
 but want to 
 learn more”

“I’m an expert 
 looking to keep 
 one step 
ahead”

Cybersecurity learning journeys to fit every level of expertise

© 2023 Mastercard. Proprietary and Confidential 

Visit the Mastercard Trust Center to learn how to 
improve the security of your digital ecosystem  

PODCASTS VIDEOS WHITEPAPERS ARTICLES INFOGRAPHICS TOOLKITS

Sources: 1. Aite-Novarica Group (2023). 2. Cybersecurity Magazine (May 2021). 

Click here to visit the Mastercard Trust Center! 

Resources include
§ 90% of SMBs will experience a phishing 

attack¹

§ 83% of SMBs are not financially prepared 
to recover from a cyberattack²

§ 46% of SMBs will be hit with some form of 
virus or malware¹

https://www.mastercard.us/en-us/business/overview/safety-and-security/trust-center.html
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Additional Free Cybersecurity Education Resources

• Visit Cyber Readiness Institute 
• Visit Cyber Readiness Starter Kit
• Visit Cyber Readiness Program
• Visit Cyber Leader Certification Program

• Visit Global Cyber Alliance: Enabling a 
Secure and Trustworthy Internet

• Visit GCA Cybersecurity Toolkit For 
Small Business

• Visit No More Ransom
• Visit Prevention Advice
• Visit Report a Crime 

• Visit Stay Safe Online
• Visit Resources & Guides
• Visit Events & Programs

https://cyberreadinessinstitute.org/
https://cyberreadinessinstitute.org/starter-kit/
https://cyberreadinessinstitute.org/the-program/
https://programs.cyberreadinessinstitute.org/courses/cyber-leader-program
https://www.globalcyberalliance.org/
https://www.globalcyberalliance.org/
https://www.globalcyberalliance.org/gca-cybersecurity-toolkit-for-small-business/
https://www.globalcyberalliance.org/gca-cybersecurity-toolkit-for-small-business/
https://www.nomoreransom.org/en/index.html
https://www.nomoreransom.org/en/prevention-advice.html
https://www.nomoreransom.org/en/report-a-crime.html
https://staysafeonline.org/
https://staysafeonline.org/resources/
https://staysafeonline.org/events-programs/
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HSB Cyber Insurance
Mastercard and HSB have partnered to bring you cyber insurance and peace of mind to withstand a potentially devastating 
cyberattack.

√ √ √
Comprehensive cyber risk 
insurance coverage for 5 
pervasive cyber threats 
included in every policy

Provides tailored 
policies, customizing 
limits and deductibles 
plus optional coverage 
enhancements are 
available to meet each 
small business’s needs

Leverages RiskRecon’s My 
Cyber Risk assessments 
to present a 
comprehensive view of 
each small business’s 
cyber security posture

Offers competitive pricing 
and dynamic premium 
adjustments based on the 
small business 
cybersecurity profile

FRAUD

Learn more and get protected today at HSB Total Cyber
Mastercard is not an insurance advisor or provider of insurance and does not act as a third-party adjuster or claims assessor for any party. Coverage is provided by The Hartford Steam Boiler Inspection 
and Insurance Company. Terms, conditions and exclusions apply. Purchase Street Insurance Services, LLC (“PSIS”) is a licensed P&C insurance agency which is a wholly-owned subsidiary of Mastercard. 
PSIS receives compensation based on certain insurance policies sold by HSB. Further information is available upon request. State insurance licenses (including but not limited to): Arkansas insurance license: 
#100165620, California insurance license: #0M65062, Minnesota insurance license: #40501033, Oklahoma insurance license: #3000426648 and Texas insurance license: #2176453.

DATA 
BREACH

IDENTITY 
THEFT

COMPUTER 
ATTACK

CYBER 
LIABILITY

√

https://www.hsbtotalcyber.com/


Mastercard’s SMB 
Cybersecurity Solutions

Instructions on how to scan a QR code:
Open the camera app. Select the rear-facing camera in Photo or Camera mode. 
Center the QR code that you want to scan on the screen and hold your phone 
steady for a couple of seconds. Tap the notification that pops up to open the link. 

Learn more about the solutions that 
help protect SMBs against cyber 
threats


