
Protect your business 
from cyber attacks
Brought to you by Mastercard 
Digital Doors®
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The Landscape
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Vulnerabilities impacting small businesses 
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Weak 
Authentication

Outdated 
Software

Social 
EngineeringPhishing Ransomware

Third-Party    
Risk
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Updating Software
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Digital Skimming – The Checkout Experience

Github/NHPT5
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Digital Skimming – Behind the Scenes
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Digital Skimming – A Closer Look
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Digital Skimming – At Scale
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Not Using Multi-Factor Authentication

Password Reuse 

Publicly facing administrative login 
portals

Remote access via third party servicers 
(RDP)

Weak Authentication Practices
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Try It Yourself
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1. Go to 
haveibeenpwned.com

2. Enter your email address
3. See known breaches where 

your information has been 
compromised
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Malware and virus installation
Identity theft
Ransomware 
Business Email Compromise

Phishing & Social Engineering

irs.govmalwarebytes.com

techtarget.com
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Best practices and tips

ü Use two-factor authentication whenever available
ü Don’t reuse the same passwords across multiple sites
ü Use strong passwords
ü You are only as secure as the suppliers you rely on

ü Avoid clicking on links and attachments in emails
ü If you weren’t expecting the email, verify using a trusted phone number
ü Don’t be rushed by a sense of urgency in the message
ü Listen to your gut: If something feels off, delete the message

ü Keep software up to date with the latest patches
ü Consider automatic updates when available
ü Back your data up regularly
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•File a police report with your local police department or sheriff’s office.

•Check with your state’s law enforcement office and Attorney General for any required reporting.
– This is especially important to comply with data breach reporting requirements.

•File a complaint with the FBI’s Internet Crime Complaint Center (IC3).

•Leverage resources, you are not alone.

How to report and resources
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95%
of cyber breaches 

are caused by 
human error1

Source: 1. Milkovich (2021), from https://www.cybintsolutions.com/cyber-security-facts-stats/).
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Mastercard 
Trust Center
The Trust Center is a microsite 
on Mastercard.com websites. 
We offer free access to 
cybersecurity educational 
resources designed to help 
small and midsize businesses 
(SMBs) secure their digital 
ecosystem.

Why is cybersecurity important 
for your business?

LEARN 
THE BASICS

EXPAND YOUR 
KNOWLEDGE

MASTER YOUR 
SECURITY

“I’m a beginner   
 who’s feeling 
 overwhelmed”

“I’m fairly  
 experienced  
 but want to 
 learn more”

“I’m an expert 
 looking to keep 
 one step 
ahead”

Cybersecurity learning journeys to fit every level of expertise

© 2023 Mastercard. Proprietary and Confidential 

Visit the Mastercard Trust Center to learn how 
to improve the security of your digital ecosystem  

PODCASTS VIDEOS WHITEPAPERS ARTICLES INFOGRAPHICS TOOLKITS

Sources: 1. Aite-Novarica Group (2023). 2. Cybersecurity Magazine (May 2021). 

Click here to start learning today! 

Resources include
§ 90% of SMBs will experience a phishing 

attack¹

§ 83% of SMBs are not financially 
prepared to recover from a cyberattack²

§ 46% of SMBs will be hit with some form 
of virus or malware¹

https://www.mastercard.us/en-us/business/overview/safety-and-security/cyber-security.html


For more information 
on our SMB 
cybersecurity solutions

Instructions on how to scan a QR code:
Open the camera app. Select the rear-facing camera in Photo or 
Camera mode. Center the QR code that you want to scan on the 
screen and hold your phone steady for a couple of seconds. Tap the 
notification that pops up to open the link. 


