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Introduction
Consumers love the ease of buying anytime, 
anywhere, whether it’s ordering a coffee on mobile 
or signing up for a streaming service with a single 
click. But as their use of digital payments multiplies, 
keeping track of every purchase can be tricky. 
Without clear, accessible purchase information, 
consumers may not recognize some charges, which 
might lead to erroneous disputes and chargebacks.

Such post-purchase transaction confusion can lead 
to accidental first-party fraud, when a consumer 
disputes a legitimate charge. First-party fraud, or 
friendly fraud, is a persistent problem.

In 2025, both merchants and issuers reported 
a prevalence of friendly fraud of about 20%, 
making it business critical to manage and reduce 
operational costs without putting the customer 
experience at risk.1

When a dispute is resolved in a customer’s favor, 
card usage tends to rise — 76% of issuers report 
an increase.1 In contrast, card usage often declines 
when outcomes fall short of customer expectations. 
By avoiding disputes altogether, issuers can keep 
customers engaged with their card and create a 
better overall customer experience.

This e-book shares findings from our global research 
study with Datos Insights on consumer preferences 
and attitudes toward innovation in digital banking. 
Our research finds that providing consumers with 
detailed purchase information within banking apps 
yields valuable benefits for merchants and issuers, 
including a reduction in disputes, particularly those 
tied to first-party fraud.

1 Javelin and Mastercard, Chargebacks: The case for coordination, January 2026.

The data is from the Datos Insights report, “Optimizing Consumer After-Purchase 
Experience Through Banking App Innovation,” unless otherwise indicated. For more 
details about this research and the countries included, see page 9. When this report 
references monetary values, the United States (U.S.) dollar is the currency used. 

https://www.mastercard.com/us/en/news-and-trends/Insights/2026/chargebacks-the-case-for-coordination.html
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1 Mastercard, The chargeback window of opportunity, March 2025.

As digital transactions get easier, disputing them 
does too. The number of chargebacks globally is 
predicted to reach 334 million by 2028, a double-
digit increase from 263 million in 2025.

With the widespread adoption of online payments, 
customers increasingly dispute legitimate 
transactions — a trend referred to as first-party 
fraud. These disputes often stem from transaction 
confusion or service-related issues, with consumers 
bypassing merchants and going directly to issuers 
to resolve problems like damaged or missing items.

Transaction confusion has grown alongside the 
rise of digital transactions. Our study found that 
44% of consumers don’t recognize one or more of 
their purchases. Among them, 56% identified the 
unfamiliar transaction as fraudulent — saying the 
charge was for a purchase they didn't make. Nearly 
half of consumers, 48%, have disputed at least one 
charge that they later realized was legitimate.

First-party fraud poses a major concern for 
merchants, especially those selling digital goods, 
who typically carry the brunt of the cost for these 
fraudulent claims. One in four merchants faces over 
1 million chargebacks each year, underscoring the 
magnitude of this issue.1

Chargebacks are time-intensive and costly, making 
it vital for businesses to prevent disputes over 
legitimate transactions before they escalate. By 
collaborating and sharing transaction data, issuers 
and merchants can tackle fraud and improve 
customer satisfaction.

Global chargebacks projected
to reach 334 million transactions

consumers has disputed at 
least one charge that they later 

realized was legitimate
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https://www.mastercard.com/us/en/news-and-trends/Insights/2025/2025-global-chargebacks-outlook.html


When managing subscriptions, using loyalty 
programs or requesting a refund, consumers expect 
businesses to provide information quickly through 
their preferred channels. Many consumers, 32%, 
already use self-service options for merchant 
information, and 72% use mobile banking at least 
once a week. This is also the main way consumers 
check their transaction activity, although the 
merchant information displayed might not always 
be recognizable.

Consumers primarily interact through digital 
banking channels and show a strong preference 
for digital-first dispute resolution. Our study found 
that 72% of consumers rate self-service as highly 
important, preferring to resolve issues on their 
own rather than contacting customer service. In 
fact, among those who encountered an unfamiliar 
purchase in the past year, 45% chose to conduct 

their own research online or through mobile 
banking instead of calling a live agent. Yet when 
transactions are confusing, 74% of customers 
contact their bank, indicating that clearer purchase 
details can be helpful.

Self-service tools that equip customers with the 
right information help them resolve issues quickly 
on their own. This significantly reduces costs for 
merchants, who pay an average of $46 in third-
party fees and $82 in internal costs for each 
chargeback they handle.1 For banks, these self-
service features offer a scalable, cost-efficient way 
to reduce, or even avoid, dispute processing costs, 
which range from $9.08–$10.32 each.2

1 Javelin and Mastercard, Chargebacks: The case for coordination, January 2026.
2 Mastercard, The chargeback window of opportunity, March 2025.

Empower consumers with
self-service digital channels
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of consumers rate self-service 
as highly important

72%

https://www.mastercard.com/us/en/news-and-trends/Insights/2026/chargebacks-the-case-for-coordination.html
https://www.mastercard.com/us/en/news-and-trends/Insights/2025/2025-global-chargebacks-outlook.html
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First-party fraud is tough to pinpoint, but 
providing detailed purchase information can 
reduce confusion and help customers recognize 
their transactions more easily. Sharing details 
like clear merchant names, logos, geolocation 
data and fully itemized receipts gives customers 
multiple ways to identify their transactions. This 
rich purchase information can be offered both 
within issuers' digital banking apps and with their 
call center and back-office teams.

Consumers regularly use their issuer’s digital 
banking apps to review their purchases, check 
balances and manage other needs on their own. 
Digital receipts with clear purchase details help 
customers recognize their purchases, reducing 
confusion and preventing disputes — giving 
businesses a competitive edge. Our research shows 
that 33% of consumers say detailed digital receipts 
would make them consider switching banks.

Offering these self-service features within banking 
apps allows issuers to resolve customer inquiries 
efficiently, without live support. This streamlines 
operations, reduces the service burden and prevents 
revenue loss from unnecessary refunds. Self-service 
features can have a significant impact on reducing 
transaction confusion, a common cause of invalid 
disputes. If additional purchase information were 
accessible in banking apps, 67% of consumers say 
they would dispute fewer transactions.

While consumers prefer self-service tools, they 
sometimes need to call their issuer. Richer purchase 
information makes call centers more effective 
at resolving issues quickly and in one call. Our 
findings show that these tools can drive operational 
improvements by reducing customer inquiries 
and disputes, streamlining processes, increasing 
profitability and elevating the customer experience.

Reduce disputes with 
clearer purchase details

consumers would dispute 
fewer transactions if more 

purchase details were available 
in banking apps
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71%
Brazil

Consumers around the world often struggle to recognize legitimate purchases, leading a significant 
percentage to mistakenly identify them as fraudulent. Our research shows that digital banking tools that 
help consumers recognize their purchases can prevent unnecessary disputes, and in turn, chargebacks. 

In the United States (U.S.), 52% of consumers didn’t recognize at least one purchase. Of those who 
didn’t recognize a transaction, 63% reported the charge as fraudulent, the same rate as in Brazil and 
higher than Australia at 54%, Canada at 50% and the United Kingdom (U.K.) at 40%. Whether disputes 
stem from unauthorized third-party or first-party fraud, they occur when consumers report a transaction 
as fraudulent. When first-party fraud is driven by unrecognizable charges, it leads to unnecessary 
disputes, but clearer purchase details can help distinguish true fraud from transaction confusion.

Globally, the majority of consumers indicate that more detailed transaction information could 
significantly reduce the likelihood of initiating a dispute. Consumers in Brazil show the highest rate 
of disputes for genuine purchases at 58%. With 89% of consumers using their mobile banking app on 
a weekly basis or more, Brazil represents a major opportunity for digital banking apps that provide 
transaction clarity. Research shows that issuer apps offering more detailed purchase information can 
help 71% of Brazilian consumers avoid unnecessary transaction disputes.

67% of consumers globally say in-app 
purchase details would reduce disputes

Unlock opportunity in key markets 
with digital banking tools

67%
United Kingdom

60%
Australia

69%
Canada

67%
United States
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Win younger and higher-income 
consumers with better transaction clarity
Our research highlights a clear opportunity to improve purchase recognition for younger consumers, 
as over 50% are likely to not recognize a purchase they’ve made. Younger consumers are likely to 
mistakenly dispute a charge at twice the rate of Baby Boomers, at approximately 60% versus 30%.

In our study, consumers who fell into the high-income group reported seeing unfamiliar purchases more 
frequently, suggesting higher transaction volumes. Higher-income consumers report seeing unfamiliar 
charges more than once at 24%, compared to lower-income consumers at 16%. Of the higher-
income consumers, 52% have disputed a legitimate charge at least once, compared to 41% of lower-
income consumers.

These findings highlight a clear opportunity for merchants and issuers to provide in-app digital tools 
that help both younger and higher-income consumers more easily identify their purchases and reduce 
the number of false disputes. 

Consumers experiencing unfamiliar charges (%) 

Consumers mistakenly disputing a legitimate charge (%) 

0% 10% 20% 30% 40% 50% 60% 70%

Gen Z 
54%

61%

Millennials
52%

56%

Gen X
43%

41%

Young Baby 
Boomers

33%

34%

Older Baby 
Boomers

35%

29%
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Ready to tap into the benefits 
of transaction clarity?
First-party fraud is a growing and costly problem for businesses. The best line of defense for merchants 
and issuers is introducing automated, collaborative tools that share rich purchase information. Providing 
clear transaction details in banking apps helps consumers more easily recognize their purchases, minimizing 
disputes and preventing unnecessary chargebacks. Meanwhile, merchants and issuers will benefit by 
streamlining operations, cutting costs and elevating the experience for their customers.

Visit us at our Ethoca Consumer Clarity™ page to learn more about how to help your customers recognize 
their transactions and streamline your operations to boost your business’s financial performance.

For a closer look at the study’s insights, check out our e-book, Win customer loyalty with better subscription 
management, to learn how self-service tools can improve the subscriber experience.

https://www.ethoca.com/ethoca-consumer-clarity
https://www.mastercard.com/us/en/news-and-trends/Insights/2026/win-customer-loyalty-with-better-subscription-management.html
https://www.mastercard.com/us/en/news-and-trends/Insights/2026/win-customer-loyalty-with-better-subscription-management.html
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Datos Insights conducted a quantitative survey 
of 3,576 consumers who had either used mobile 
banking applications in the past six months or 
actively use subscription services. The survey 
was designed to capture insights on consumers' 
current use, preferences and unmet needs within 
digital banking apps, with particular focus on 
demonstrating that financial institutions offering 
subscription management tools and merchants 
enabling consumers to use such management will 
increase business. 

The respondents comprised the following country 
breakdown: the U.S. 1,212, Australia 608, Canada 
604, the U.K. 598, and Brazil 554. 

Data based on a sample of this size is descriptive 
of the digital banking market, with a 4-point 
margin of error at the 99% confidence level for the 
U.S., and a 6-point margin of error for the other 
countries. This sample size allows for analysis by 
respondents' age, gender, income and selected 
card-behavior characteristics.

The number of global chargebacks was projected by 
Datos Insights using proprietary data forecasting 
card payment volume by region, and the observed 
percentage of chargebacks for each region.

Mastercard is a global technology company in the 
payments industry. Our mission is to connect and 
power an inclusive, digital economy that benefits 
everyone, everywhere by making transactions safe, 
simple, smart and accessible. Using secure data and 
networks, partnerships and passion, our innovations 
and solutions help individuals, financial institutions, 
governments and businesses realize their greatest 
potential. With connections across more than 210 
countries and territories, we are building a sustainable 
world that unlocks priceless possibilities for all. 

About the research About Mastercard
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