
 

 

 
 

   

  

 
 

     

 

Stop emerging payments fraud faster 
with Mastercard Threat Intelligence 
ACQUIRER DATASHEET ● SEPTEMBER 2025 

Mastercard Threat Intelligence gives payment fraud and risk practitioners a curated 
view of emerging cyber threats across the payment ecosystem. 

Built on Mastercard’s unique network visibility and global threat expertise, it delivers 
targeted intelligence by collecting, analyzing and sharing actionable information 
through Mastercard Connect® — so teams can stay ahead of fraud. Those responsible 
for protecting payment acceptance, including Know Your Customer (KYC), merchant 
risk and compliance, can proactively prevent criminal activity, reduce cyber risk and 
strengthen their threat response maturity. 

By expanding visibility into evolving payment threats, Mastercard Threat Intelligence 
allows teams to triage challenges such as merchants targeted for card testing as 
well as emerging fraud schemes. It provides insights into popular payment software 
vulnerabilities, digital skimming, and merchant domain activity, giving fraud and 
risk practitioners the information they need to take informed action. By enabling 
advanced payment threat intelligence to be shared across fraud, risk, compliance and 
cybersecurity functions, organizations can collaborate more effectively to threats and 
minimize fraud losses. 

57% 59% 13% 
of global fraud executives of cybersecurity year-over-year increase in 
are notified of cyber leaders are critically payment attack rates3 

breaches only after fraud understaffed in threat 
losses begin1 intelligence areas2 

1. Datos Cyber Fraud Integration Survey, August 2025. 
2. ISACA. State of cybersecurity, 2023 survey report, 2023. 
3. Lexisnexis Risk Solutions. Cybercrime report, 2024. 
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● MASTERCARD THREAT INTELLIGENCE 

Defend against emerging payment 
threats with Mastercard Threat Intelligence 

Key functionalities 

Card Testing 

Prevent fraud with precision using 
real-time alerts that block card 
testing attempts before criminals 
can verify card validity. 

Card testing can negatively impact acquiring banks with fees and operational costs. 
Often a precursor to high-impact fraud, card testing is used by criminals to validate 
stolen or computer-generated card credentials and typically include a surge of low-value 
authorization attempts or a spike in declines. Mastercard Threat Intelligence informs 
teams when merchants in their portfolio are being targeted or suspected for card testing. 

Digital Skimming Intelligence 

Understand the impact of digital 
skimming malware on card holders 
and efforts that Mastercard has 
taken to limit exposure. 

Digital skimming malware is a top driver of card compromise, but organizations often 
lack visibility into its impact. Mastercard works to disrupt malware and provides 
quantitative intelligence from domain takedowns. This visibility bridges the gap between 
fraud and cyber functions and strengthens collaboration. 

Merchant Threat Intelligence 

Evaluate merchant risk with 
cyber threat signals beyond 
transaction data. 

Payment fraud and risk practitioners gain targeted threat intelligence to investigate 
suspicious merchant domains. Teams can strengthen fraud investigations by searching for 
threats reported by their cardholders and assessing real-time cyber-based signals. 

Payment Ecosystem 
Threat Intelligence 

Keep pace with evolving payment 
threats through curated, weekly 
intelligence built for merchant risk 
and compliance teams. 

Stay informed with tailored updates highlighting relevant ecosystem risks, including 
high-risk e-commerce vulnerabilities and emerging merchant-targeted threats. Designed 
for non-cyber specialists, this curated feed delivers timely, actionable intelligence and 
insights. Payment risk teams gain visibility into recent threats and trends, with expert-
level insights that allow them to coordinate with internal security teams without requiring 
deep technical expertise. 

Payment Intelligence 
Reports 

Empower teams with monthly 
strategic, expert-led reports and 
recommendations. 

In-depth reports combine Mastercard’s data with insights from beyond its network, 
offering a comprehensive view of activity across the payment ecosystem and deep fraud 
subject matter expertise. Reports highlight the most pressing fraud trends and risks — 
including account data compromise and PCI-related vulnerabilities — with actionable 
guidance that can be used across the business. Organizations gain access to anonymized 
case studies, best practices and strategic recommendations that support confident 
reporting, cross-team collaboration and a more holistic approach to combating fraud. 



● MASTERCARD THREAT INTELLIGENCE

Actionable, curated intelligence built for  teams  
securing payment acceptance  

Break down siloes to  Proactively manage  Act with precision, powered  Extend your  team without  
strengthen your  fraud response  merchant risk by Mastercard’s insights expanding it 

Mastercard Threat Intelligence  Powered by ongoing threat Get clarity on every  threat Scale your  team with 
bridges gaps between fraud  insights and automation, response with intelligence automation and expert 
and cyber operations — so you  Mastercard Threat built on Mastercard’s global insights, empowering  
can build a more coordinated  Intelligence continuously  network data, unique  visibility  faster  investigations with 
approach to managing  surfaces exposures impacting and decades of payments  existing resources. 
merchant risks. your merchant portfolio. fraud expertise. 

Easy access through Mastercard Connect® 

Mastercard Threat Intelligence is provisioned through your existing Mastercard 
Connect®  account — no additional setup required. 

3 

 

The data displayed in this screenshot is entirely fictitious and is provided solely for illustrative purposes. 

Any resemblance to real persons, organizations, or actual data is purely coincidental. 

For more information, please reach out to threat.intelligence@mastercard.com. 

mailto:threat.intelligence%40mastercard.com.?subject=
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